
CDA Case Study
Using PETs to Drive Collective Action 
in the Financial Crime Ecosystem

It takes 
a network 
to defeat 
a network

The Cyber Defence Alliance (CDA) is a non-profit public-private partnership headquartered in the 
United Kingdom that works collectively and collaboratively throughout the financial sector and law 
enforcement to proactively share information to fight financial crime and counter cyberthreats. Its core 
capabilities are centred on enabling its members to share information with one another, which is then 
enriched and analysed to provide actionable intelligence for industry and law enforcement.

Collaborative analysis of threats and crimes powered by the ability to deploy encrypted queries on various 
data sets offers a step change to this process. Homomorphic encryption and legal provisions protect 
the disclosure of information, yet the data is accessible for analysis and matching between institutions, 
enabling them to conduct collaborative investigations while ensuring privacy and confidentiality. 

The advantage of a privacy-preserving analytical capability is that it can enable the distribution of 
tactical search queries without disclosing the search terms to one another. This negates the risks of 
disclosure and regulatory breach, while providing an analytical capability for investigation teams 
throughout multiple entities.

Until now it’s been like Sophie’s 
choice — guaranteed privacy of 
sensitive data versus supporting 
the fight against criminality. 
Homomorphic encryption means 
we keep both — sharing insights 
without sharing customer details.

Paul Branley
Director of Strategy and Innovation, 
Lloyds Banking Group
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What is 
Homomorphic 
Encryption? 

The CDA pilot is a pioneering case study for a potential future operating model of financial crime 
investigations. By coordinating an interoperable solution throughout multiple commercial parties and 
public authorities, sensitive search parameters — including PII, account numbers, transaction data 
and competitive information — remained encrypted during the process, protecting the subjects of 
investigations at all times and enhancing the quality and efficiency of investigations. 

Compliance and preservation of privacy and confidentiality. Encryption protects the 
sensitive query details from exposure. Confidential querying also prevented insider tip offs, 
which could have seen suspicious accounts closed before law enforcement had been able 
to continue the investigation with the bank in question. 

Timely responses from partner banks enabled more efficient responses to detect and deter 
malicious activity. For law enforcement, this ability meant being able to take proactive, timely 
action that ensured they could stop funds before they were transferred further through the 
laundering network. 

Improved attribution and case building by banks and law enforcement (as a result of 
better information delivered in a timely manner) reduced criminals’ return on investment 
and potentially their ability to operate. 

This case study was first published in the World Economic Forum Insights Report 
“Cyber Information Sharing: Building Collective Security”, October 2020

Data has three basic states: at rest, in transit and in use. Traditionally, encryption is used to protect data 
when it is at rest or in transit. Whenever data needs to be processed however, it needs to be decrypted – 
leaving it vulnerable, particularly when shared and analysed by third parties. Homomorphic Encryption 
(HE) allows computations to be performed on encrypted data, thereby keeping data secure throughout 
the data lifecycle. Recent advances have accelerated the potential real world applications and made 
HE practical for computations at scale. 
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About  
Duality

Duality was founded by world-renowned cryptographers and data science executives, including a Turing 
award winner, with a mission of delivering practical privacy-protecting technologies to the market. Backed 
by Intel Capital, Hearst Ventures, and Team8, Duality Technologies addresses the rapidly growing need 
of enterprises across regulated industries to collaborate on sensitive data, making it possible for them 
to do so while complying with data privacy regulations and protecting their IP.

http://www3.weforum.org/docs/WEF_Cyber_Information_Sharing_2020.pdf

