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Executive Summary
Organizations have proven more adept in protecting their own confidential and
sensitive data than the personal and sensitive data of customers and employees.
With data available on 15 billion individuals (including duplicates) from more than
100,000 data breaches,1 there is no shortage of data available to fuel identity theft,
financial fraud, and other malicious threats. Privacy regulations have become a key
tool for regulators and governments to force organizations to pay more attention to
the data collected, processed, stored, and shared on individuals—much of it gained
through new ubiquitous digital channels. Privacy regulations define common
standards of performance rather than leaving best practice up to individual
organizations.
With the emergence of new privacy regulations to complement others that have
been in force for several decades, the purpose of this study was to understand how
organizations in the United States are responding.
KEY TAKEAWAYS
• Only half of organizations have mature approaches for complying with
privacy regulations
Even for regulations that have been in force for years or decades, only half of
organizations have mature approaches and are fully compliant. Three out of
five organizations have experienced a breach of personal data in the past year.
•

Avoiding loss of customer trust is the top motivator for compliance (76%)
Loss of corporate reputation and company value, along with avoiding
regulatory fines, are less significant as compliance motivators.

•

Fundamental data disciplines are lacking for personal data
45% of organizations have not yet conducted an audit to locate all personal and
sensitive personal data, only 16% have classified all corporate-owned data, and
most organizations lack effective methods for discovering personal data in the
productivity and collaboration tools employees use every day.

•

The next stage of compliance requires better organizational approaches
Complying with the next wave of privacy regulations will require time and
effort from all organizations, a broadening of participation by other
organizational groups, and better methods for managing third party data risk.

•

New technical solutions are key to protecting personal data better
New protections for data in-use are essential for the next wave of compliance,
along with solutions to elevate data classification, information governance,
identity verification for customers, and geo-targeting of website visitors.

•

Employees are a key threat to privacy compliance
Mistakes and uninformed choices by employees in handling personal data
present a greater risk to privacy compliance than many external threats.
Training in privacy compliance helps reduce threat levels, as do various
technical mitigations including access controls and pseudonymization.

Organizations
have proven
more adept in
protecting their
own confidential
and sensitive
data than the
personal and
sensitive data of
customers and
employees.
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the end of this paper.
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ABOUT THE SURVEY
This white paper references data from an in-depth survey conducted in February
2022 of 130 professionals in the United States. All respondents were familiar with
how their organization was addressing the requirements of privacy regulations
applicable to their organization. Ninety-four percent of respondents are directly
involved in developing, approving, enforcing, or reviewing their organization’s
policies and practices for complying with privacy regulations. Respondents work for
mid-sized and large organizations (average employees 14,342, median employees
1,026) across 18 industries, with the three top industries being healthcare (18% of
respondents), financial services and banking (13%), and education (10%).
ABOUT PRIVACY REGULATIONS
The privacy regulations that were of particular interest in this survey were:
•

HIPAA (Health Insurance Portability and Accountability Act)
A federal law in the United States for the healthcare sector. Focused on
protecting sensitive health information on and about patients. Requires
protections against internal and external risks, along with a holistic group of
safeguards to assure confidentiality, integrity, and availability of covered data.

•

CCPA/CPRA (California Consumer Privacy Act and Privacy Rights Act), CDPA
(Consumer Data Protection Act, Virginia), and CPA (Colorado Privacy Act)
States in the United States with state-specific privacy regulations at the time of
the survey: California, Virginia, and Colorado. All apply based on holding
personal data on residents of the state, not based on where the organization
holding the data is located. All extend a set of rights to data subjects, such as
access to their data. Other states are also developing privacy laws (with the
new Utah Consumer Privacy Act signed into law in late March 2022).

•

GLBA (Gramm-Leach-Bliley Act)
Requires financial services institutions, including those offering loans, advice,
and insurance, to protect and safeguard sensitive data of customers. Includes
the need to assure the privacy of financial information held or collected on
customers. Financial services institutions must develop a comprehensive
security program to protect customer data.

•

FERPA (Family Educational Rights and Privacy Act)
A federal law in the United States for the education sector, enacting
protections over student records. Certain rights of access and correction are
granted to parents until students are 18 or at advanced institutions.

•

PIPEDA (Personal Information Protection and Electronic Documents Act)
A Canadian data privacy law that requires private sector organizations in
Canada to gain consent to collect, use, or disclose personal data on individuals,
and to extend rights of access and correction. Organizations must not use data
for purposes beyond which it was originally collected without gaining
additional consent from the affected party.

•

GDPR (General Data Protection Regulation)
The harmonized data protection regulation for Europe, introduced in May
2018. Ushered in a new global standard in data protection and privacy
requirements, with obligations for organizations and their data partners, and
data rights for data subjects. Applies based on collecting or processing data on
European data subjects, rather than on an organization having a physical
presence in Europe.

©2022 Osterman Research
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Snapshot of Privacy Compliance
In this section, we look at the privacy regulations applicable to survey respondents,
current maturity with privacy compliance, and the frequency and type of data
breaches.
APPLICABLE PRIVACY REGULATIONS
Respondents were required to comply with a range of privacy regulations. The most
common regulation is the all-encompassing industry-specific option in the survey
(by 70% of organizations), with specific healthcare sector regulations not far behind
(67%). The reach of GDPR’s jurisdictional approach is also evident (62%). See Figure
1. Two thirds of organizations indicated they had to comply with three or more
regulations.
Figure 1
Privacy Regulations Applicable to Respondent Organizations
Percentage of respondents

Two thirds of
organizations
are subject to
three or more
privacy
regulations.

Source: Osterman Research (2022)
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MATURITY WITH PRIVACY COMPLIANCE
Over half of respondents claim their organization is “mature” (41%) or “very
mature” (12%) in how it approaches complying with privacy regulations that are
currently enforced, such as GDPR and CCPA. Less than two in five say the same for
privacy regulations that will transition to enforcement mode in 2023, such as
Virginia’s CDPA and California’s CPRA (38%). That the maturity ranking for future
regulations is lower than the maturity rating for current regulations is to be
expected, but the overall low proportion of organizations with mature approaches
is of concern. See Figure 2.
Figure 2
Maturity with Privacy Regulations Currently Enforced and Pending Enforcement
Percentage of organizations

Source: Osterman Research (2022)

Less than half of organizations are currently fully compliant with all applicable and
enforced privacy regulations, e.g., HIPAA, CCPA, and GDPR. See Figure 3.
Organizations in healthcare (62%) and financial services (53%) are more likely to be
fully compliant at present.

Less than half of
organizations
are currently
fully compliant
with all
applicable and
enforced privacy
regulations.

Figure 3
Timeframe for Full Compliance with Currently Enforced Privacy Regulations
Percentage of organizations

Source: Osterman Research (2022)
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DECISION-MAKER SUPPORT FOR PRIVACY REGULATIONS
Different decision-makers across the organization have varying levels of support for
privacy regulations, with the level of understanding and support among senior
managers trailing those in compliance and legal functions and IT and security
groups. See Figure 4.
Figure 4
Maturity with Privacy Regulations Currently Enforced and Pending Enforcement
Percentage of respondents indicating “agree” or “strongly agree”

Source: Osterman Research (2022)

Decision-makers in two industries—financial services and healthcare—were ahead
of the others for most of these indicators. Both financial services and healthcare
have faced a growing range of industry-specific regulations over the past several
decades, giving a longer lead time to develop maturity and preparedness. Across
the three subsets, the level of maturity is generally highest among the compliance
and legal function and lowest among those senior managers believing that privacy
regulations are beneficial to their business. Three interesting trends about decisionmakers are:
•

Senior IT and security leaders lag in financial services
Senior IT and security leaders in healthcare (76%) and all other industries (73%)
are significantly ahead of the same leaders in financial services (53%) for
understanding the importance of complying with privacy regulations.

•

Senior managers in financial services begrudgingly comply with regulations
They understand the importance (73%) of the regulations and are familiar with
what is required (60%), but have the lowest score for viewing privacy
regulations as beneficial to their business and not a hindrance (47%). In
healthcare, by comparison, 62% of senior managers see the benefits.

•

Senior managers in healthcare exhibit greater consistency in approach than
other senior managers
The variation between the three scores for senior managers in healthcare is
only 5%. It is 26% in financial services and 12% for all other industries.

©2022 Osterman Research
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DATA BREACHES IN THE PAST 12 MONTHS
Three out of five organizations have experienced one or more types of data
breaches of personal, sensitive, or confidential data in the past 12 months, or
cannot rule out the possibility. See Figure 5. However, with data breaches
commonly taking up to 300 days to discover,2 even the 39% of respondents who
claim their organization has not suffered a data breach are at risk of discovering a
data breach that happened within the past 12 months.
Figure 5
Types of Data Breached During the Past 12 Months
Percentage of organizations

Source: Osterman Research (2022)

Two thirds of organizations have experienced only one type of data being breached
during the past 12 months. One third have had two or more types of data breached,
e.g., personal data on employees and personal data on customers. See Figure 6.

Three out of five
organizations
have experienced
one or more
types of data
breaches of
personal,
sensitive, or
confidential data
in the past 12
months, or
cannot rule out
the possibility.

Figure 6
Types of Data Breached During the Past 12 Months
Percentage of organizations disclosing types of data breaches

Source: Osterman Research (2022)
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Beginning Moves: Motivators, Data
Determining why privacy compliance is important is an essential first step of
becoming compliant, along with developing the required data disciplines and
organizational support structures. In this section, we look at the beginning moves.
FIGURE OUT WHY PRIVACY COMPLIANCE IS IMPORTANT
Failing to protect the personal data of customers and employees has negative
consequences for organizations, just like failing to comply with the privacy
regulations that have been enacted to change organizational behaviors across the
board. Respondents indicate that protecting personal data is important for multiple
reasons, with avoiding loss of customer trust the highest ranked (76%) followed by
avoiding loss of corporate reputation (74%). See Figure 7.
Figure 7
Importance of Motivators for Complying with Privacy Regulations
Percentage of respondents indicating “important” or “extremely important”

The most
important
reason to comply
with privacy
regulations is
to assure
customer trust.
Source: Osterman Research (2022)

There is low variation in the level of importance ascribed to the five motivators—
with the top one rated as important or extremely important by 76% of respondents
versus 68% for the fifth one. The rating of importance also moves in patterns; one
in five respondents said all five motivators were “extremely important,” and two in
five said all motivators were “important” or “extremely important.”
There is a significant difference in the cost to an organization of lost customer trust
and a regulatory fine. If these were mutually exclusive and levied in full isolation,
responding to a regulatory fine requires only monetary consideration. Much more is
lost when trust—a fragile value built over years or decades—is suddenly erased.
The motivators in Figure 7 can also be stated in the positive. That is, there are
positive consequences for organizations that enact strong protections over the
personal data of customers and employees, such as building and maintaining trust
with customers. Strong data handling practices will affect customer loyalty if
customers experience significant variation in how organizations safeguard their
personal data—for example, while one organization has strong standards, another
has a reputation for lax standards and a history of data breaches.

©2022 Osterman Research
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AUDIT WHERE PERSONAL DATA IS LOCATED
A critical early step in being compliant with privacy regulations is to understand
where all personal and sensitive personal data—as defined by applicable privacy
regulations—is located within the organization. Much of this data will exist in
corporate-sanctioned apps and repositories, but not exclusively. There is growing
adoption of unsanctioned cloud services and mobile apps, email messages are
widely used for sending spreadsheets containing list of customers for marketing
campaigns (for example), and employees working from home may use their own
devices instead of corporate-owned ones. In combination, personal data covered by
privacy regulations is being stored in a growing array of unsanctioned locations that
are not accessible by, or even known to, IT and other staff members charged with
understanding their organization’s inventory of relevant data.
Only 55% of respondents have already conducted a data audit to determine where
all personal and sensitive personal data controlled by their organization is located.
A further 25% intend to do so by the end of 2022. See Figure 8.
Figure 8
Timeline for Conducting a Data Audit of Personal and Sensitive Personal Data
Percentage of respondents

Audit where
personal data
covered by
privacy
regulations is
located. Use
real-time data
auditing tools to
have persistent
optics.

Source: Osterman Research (2022)

Conducting a point-in-time data audit is an essential first step, but it should not stop
there. Regular data audits map the drift of personal data across organizations, and
real-time data auditing tools enable real-time optics to drive real-time protections.
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CLASSIFY ALL CORPORATE-OWNED DATA
Organizations create, capture, store, and process various classes of data. Having a
way of classifying the different classes of data is a precursor to enacting appropriate
protections. Regulated data, which increasingly covers personal and sensitive
personal data, demands elevated protections. Currently, one in six organizations
can classify 100% of corporate-owned data, and a further one in two can classify
between 76% and 99% of all data. See Figure 9. Organizations in financial services
are much more likely than the average to be able to classify 76% to 100% of all
corporate-owned data (93% versus 65%). In healthcare, 50% more organizations
can classify 100% of data than the average (24% versus 16%). See Figure 10.
Figure 9
Capability to Classify Corporate-Owned Data
Percentage of organizations

Only 16% of
organizations
can currently
classify 100%
of their data.

Source: Osterman Research (2022)

Figure 10
Capability to Classify Corporate-Owned Data: Industry and Regulation Variations
Percentage of organizations

Source: Osterman Research (2022)

Having gaps in what can be classified elevates the risk that regulated data is not
protected because it is invisible. Any organization unable to classify 100% of data
can never be certain that all personal data covered by privacy regulations is
appropriately protected.

©2022 Osterman Research
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IMPROVE EFFECTIVENESS OF DISCOVERING PERSONAL DATA
Many organizations lack effective methods of discovering personal data in a wide
range of commonly used data sources. Despite very high usage,3 few organizations
have effective ways of discovering personal data in unsanctioned cloud apps.
Organizations found it easiest to discover personal data in payroll systems (60%)
and confidential files (58%). See Figure 11.
Figure 11
Effectiveness of Discovering Personal and Sensitive Data Across Data Sources
Percentage of respondents indicating “effective” or “extremely effective”

Most
organizations
lack effective
methods for
discovering
personal data in
the productivity
and collaboration
tools employees
use every day.

Source: Osterman Research (2022)

Organizations lack effective capabilities for discovering personal data in many
commonly used data sources. Sanctioned cloud apps (43%) might be sanctioned by
IT but have not been fully encompassed within privacy controls. The same is true
for chat and collaboration tools like Microsoft Teams and Slack that are now widely
used due to the pandemic and its work-from-home demands, along with employeeowned laptops and desktops. Spreadsheets are a common container for storing and
sharing personal and sensitive personal data. Not enough organizations currently
have appropriate controls for these widely adopted data sources.

©2022 Osterman Research
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CREATE ORGANIZATIONAL OVERSIGHT FOR PRIVACY COMPLIANCE
The adage says that if everyone is responsible for something, no one is. Having
clearly defined lines of responsibility for overseeing privacy compliance means an
organization has a greater chance of moving in the right direction and minimizing
instances when privacy requirements are ignored. Such oversight responsibility is
most commonly given to a Chief Privacy Officer (41% of organizations) or a Data
Protection Officer (37%). One in five organizations have not defined who is
responsible for overseeing privacy compliance. See Figure 12. Almost half of
organizations rely on two or more oversight groups. See Figure 13.
Figure 12
Roles or Groups for Providing Oversight for Privacy Compliance
Percentage of organizations

Source: Osterman Research (2022)

Figure 13
Roles or Groups for Providing Oversight for Privacy Compliance: Count
Percentage of organizations

One in five
organizations
have not
defined who
is responsible
for overseeing
privacy
compliance.

Source: Osterman Research (2022)
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APPROACHES AND PROTECTIONS FOR PRIVACY COMPLIANCE
Organizations are relying on a cluster of approaches to protect personal and
sensitive data. The three approaches that organizations have addressed the best
are access controls (66%), secure file transfer (63%), and identity management
(63%). See Figure 14 on the next page.
We make the following observations about the current efficacy of the approaches
being used (see Figure 14 on page 15):
•

Access controls and identity verification are fundamental
The ability to uniquely identify any individual and extend an appropriate set of
access rights are fundamental to ensuring compliance with privacy regulations.
The fact that one in three organizations indicate their current approaches are
underperforming is of concern. An inability to uniquely identify an individual
makes it impossible to systematically extend the correct access rights, even if
the correct access rights can be defined. More than half are not confident they
can track and control who has access to personal data.

•

Data disciplines need more attention
Several data disciplines need greater attention. Only half of organizations have
a complete inventory of their IT and data assets, 45% have policy-driven data
classification for sensitive data, and 40% have ongoing attestation processes for
data assets. Only one third have a real-time or near real-time data map of data
assets or a data map that is updated monthly or quarterly. This means that one
half of organizations do not know what data they hold and cannot classify their
data using policy definitions, and the data maps at two thirds of organizations
are months out of date.

•

Geo-segmentation of data is becoming more important
State-level data privacy regulations in California, Virginia, and Colorado
demand elevated data protections and extend privacy rights for residents. Only
45% of organizations have identified their data assets and business processes
that handle, process, store, and transmit data covered by these regulations.

•

Less manual tracking, more real-time controls needed
A trifecta of approaches provide real-time controls for protecting personal and
sensitive data: discovery of new data assets at the point of creation (43%),
monitoring of problems in managing privacy risk (38%), and real-time data
mapping (33%). Between one half and two thirds of organizations have not
established mature capabilities to enable these real-time controls and must
therefore attempt to manage with partial insight and manual efforts.
Investments could be made to increase real-time capabilities.

©2022 Osterman Research
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Figure 14
Approaches to Handling Privacy Regulations
Percentage of respondents indicating these issues have been addressed “well” or
“extremely well”

Source: Osterman Research (2022)
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Getting Ready for the Next Wave
A new wave of compliance regulations for personal and sensitive personal data is
coming in the United States. All organizations covered by these regulations need to
get ready for the next wave, and organizations not yet compliant with current
regulations need to catch up with their current responsibilities as well. In this
section, we look at steps to take towards this goal.
BUDGET FOR THE TIME AND EFFORT REQUIRED
Most organizations expect a minor (35%) or medium (33%) amount of work to
become compliant with the new privacy regulations that go into effect in 2023, such
as the Virginia CDPA, California’s updated CPRA, and the Utah Consumer Privacy Act
(UCPA). About 20% expect it will require a more significant outlay of effort. See
Figure 15.
Figure 15
Work Required to Comply with Forthcoming Privacy Regulations
Percentage of organizations

Source: Osterman Research (2022)

Most
organizations
expect a minor
(35%) or
medium (33%)
amount of work
to become
compliant with
the new privacy
regulations that
go into effect in
2023.

Overall, 40% of respondents believe it will take their organizations a minor amount
of work (35%) or no work at all (5%). There were some variations by industry, with
healthcare (43%) respondents claiming the highest preparation, financial services
(40%) right on the average, and technology (33%) and education (25%) below
average.
Complying with forthcoming and upcoming privacy regulations will require time and
effort from all organizations, simply because the specifics of the rules are not yet
finalized. For example, the specific rules for CPRA are still under development,
although they must be finalized later this year. While some organizations with
highly mature approaches to handling personal data can appropriately budget for
less time and effort to be compliant, few will be able to budget for nothing.

©2022 Osterman Research
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BROADEN PARTICIPATION IN ACHIEVING COMPLIANCE
Developing clarity on responsibility and oversight for privacy compliance is essential
(see page 13), as is broadening participation by organizational groups in achieving
compliance. While every employee has a role to play as an individual contributor (a
topic we discuss starting on page 26), every employee also has a role to play as part
of their organizational group. Five groups are currently highly involved in achieving
compliance with privacy regulations: information security (94%), privacy and
security governance (86%), IT professionals (85%), compliance (83%), and
enterprise risk management (81%). These are the traditional security, compliance,
technology, and risk groups of organizations—rather than employees from the rest
of the organization. See Figure 16.
Figure 16
Groups Involved in Ensuring Compliance with Privacy Regulations
Percentage of respondents indicating “involved” or “extremely involved”

Five groups are
currently highly
involved in
achieving
compliance
with privacy
regulations, but
much broader
participation
will be required.

Source: Osterman Research (2022)

As new data privacy regulations become mainstream requirements, a broadening of
support and participation beyond the traditional groups is required. Internal audit
staff will need new methods of assessing compliance with privacy regulations, such
as tools for assessing data classification methods and accuracy. Procurement staff
will need to factor privacy considerations into third-party agreements and cloud
services contracts. Human resources should be factoring maturity with data privacy
into hiring processes and promotion decisions. What began as a specialist discipline
for the few must become a generalized approach by the many.

©2022 Osterman Research
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DEPLOY NEW SOLUTIONS TO IMPROVE COMPLIANCE POSTURE
Various solutions are viewed as highly important to achieving privacy compliance,
and in all cases, the effectiveness of the solutions that organizations are currently
relying on to deliver these capabilities trail the ascribed level of importance. In
other words, there is a gap between what organizations need solutions in these
areas to deliver and what is being achieved with current solutions. See Figure 17.
Figure 17
Importance and Effectiveness of Solutions for Privacy Compliance
Percentage of respondents indicating solutions are “important” or “extremely
important” versus percentage of respondents indicating currently deployed
solutions are “effective” or “extremely effective”

Organizations
are relying on
solutions for
privacy
compliance that
underperform
what is needed.

Source: Osterman Research (2022)
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In looking at the data in Figure 17, we make the following comments:
•

The two solutions with the highest effectiveness ranking only hit 68%
Encryption for data at-rest and data in-transit are viewed as the two most
important solutions, yet only 68% of respondents say current solutions are
highly effective. Encryption has a key role to play in protecting personal data
from unauthorized access and data breach, and encrypted data caught up in a
data breach decreases the likelihood that breach notification mandates will be
triggered. Ensuring encryption technologies are up to the task is essential as
more data types are covered by regulatory requirements.

•

Protecting data in-use is a bigger challenge
Solutions to support encryption for data at-rest and in-transit are more mature
than those that protect data in-use. Several approaches are available, such as
persistent pseudonymization / tokenization and homomorphic encryption.
Pseudonymization replaces personal and sensitive personal information with
privacy-neutral proxy values to protect the underlying data. This protects data
at-rest and in-transit, and when an employee requires read access to the
underlying protected data, they can request its display. More advanced
solutions offer persistent protection so computational tasks for data analytics
can be executed on the pseudonymized data without requiring reversion. On
the encryption side, advances in homomorphic encryption enable data analysis
to be carried out on data that is still encrypted, including when data models are
shared between organizations. Analysis can be executed without requiring
disclosure of the underlying source data, although it comes with resourceintensive computational requirements.

•

Much to do on data classification and information governance
Current solutions for data classification, data discovery, data flow
management, and metadata and content scanning are rated as being effective
or extremely effective for about half of organizations. The remaining half lack
effective tools for performing these fundamental data tasks, a topic of concern
we have previously noted (e.g., see pages 10 to 12) and will address again
shortly. Effective solutions are essential in this area for an organization to know
where personal data is created and stored, which has flow-on implications for
the efficacy of information governance solutions that offer policy-driven
retention and deletion.

•

Identify verification for customers will remain an enduring challenge
Organizations must extend an emerging set of data rights to eligible customers,
a responsibility that requires the ability to uniquely identify a customer. Any
organization relying solely on customer-managed usernames and passwords
for access to their account and the exercise of their rights is opening
themselves to impersonation, account compromise, credential stuffing, and
other forms of malicious identity attacks. Malicious actors who can circumvent
account controls will be able to breach customer data.

•

Extending the correct set of rights to the correct people
Privacy compliance is partly about protecting data and partly about extending
an appropriate set of rights to the correct people in the right circumstances.
Geo-targeting of website visitors provides additional signals on the
geographical region of a visitor, thus triggering the rights required from an
organization. Customers should have to provide their address details to trigger
data privacy rights required by state-level regulations, but additional checks are

©2022 Osterman Research
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beneficial to ensure everyone who is covered gets the correct set of rights, and
that people cannot lodge fraudulent geographical details to gain rights.
Privacy compliance posture is also affected by the efficacy of a collection of more
general cybersecurity solutions used by organizations. Such solutions provide
mechanisms for blocking malicious code (e.g., a secure email gateway to block
malware that can steal data, and anti-malware tools to neutralize malware
execution on devices), education to raise awareness of the general security climate
(e.g., security awareness training), and solutions to identify attempts at stealing
data that is tagged or classified as confidential, sensitive, or otherwise in need of
protection (e.g., data loss protection).
IMPROVE METHODS OF CLASSIFYING DATA
The ability to classify data with high accuracy and low manual effort is a key
strategy for improving compliance posture with privacy regulations. Knowing where
covered data is located relies first on knowing what covered data looks like.
Respondents indicate their organizations are moving strongly in the direction of
more automated ways of classifying data—with solutions that employ artificial
intelligence (AI) and machine learning (ML) expected to be the most widely used in
two years (60%, up from 21% currently). Rules-based classification for automatically
classifying data is also expected to be highly used (51%), although this is down
slightly from current usage. Defining and maintaining a rule set is a manual process
that requires classification expertise. Leaving the process entirely up to employees
is expected to decline in usage from 63% currently to 25% in two years, and fewer
organizations indicate they will use none of the approaches in two years. See Figure
18.
Figure 18
Approaches for Classifying Data
Percentage of organizations using each approach

Three times as
many
organizations
are planning to
use AI/ML for
classifying data
in two years.

Source: Osterman Research (2022)

While AI/ML promises a less labor-intensive and more accurate way of
automatically classifying data across a corpus compared to relying on curated rule
sets, AI/ML still requires human oversight to ensure that private data is not
inadvertently misclassified and thus unwittingly exposed.
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STRENGTHEN PROTECTIONS AGAINST DATA BREACHES
Only one third of organizations are confident their current cybersecurity
protections could detect and prevent a data breach attempt in real-time (36%) or
that breached data would be unreadable by the hacker (32%). A higher proportion
are confident they could detect a data breach of personal data as soon as it was
successful (38%), within one week (63%), and within one month (70%). See Figure
19.
Figure 19
Capability to Detect a Breach of Data Covered by Privacy Regulations
Percentage of respondents indicating “confident” or “highly confident”

Source: Osterman Research (2022)

For the three middle options in Figure 19, a successful breach has still occurred,
necessitating full incident response including notifying regulators and affected
customers. Strengthening real-time detection capabilities with technology and
employee preparedness through security awareness training increases the
likelihood that a data breach attempt can be stopped in flight, and if it cannot be,
use of strong encryption technologies will render breached data unreadable.

Only one third of
organizations
are confident
their current
cybersecurity
protections
could detect and
prevent a data
breach attempt
in real-time
(36%) or that
breached data
would be
unreadable by
the hacker
(32%).

Many of the respondents believe their organizations would be able to identify a
successful data breach within one week (63%) or one month (70%). Different
surveys of organizations that have suffered a data breach have concluded that
organizations lack the capability to detect a breach so quickly, with the average
detection time ranging between 904 and 287 days5, not 30.
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PROTECT DATA WITH DATA MASKING
Various technologies have been developed for protecting data, such as encryption,
tokenization, and pseudonymization. These approaches obfuscate the actual data,
rendering it unusable without the ability to reverse the process. In brief, these
approaches work by:
•

Encryption
Uses a mathematical algorithm to transform clear text into ciphered data.
Relies on cryptography. Strong encryption keys make it almost impossible for
breached data to be decrypted computationally. A cryptographic key is a string
of characters for altering data so that it appears random. Like a physical key, it
locks (encrypts) data so that only someone with the right key can unlock
(decrypt) it.

•

Tokenization
Moves clear text out of one system into another system, replacing the original
value with a randomly generated lookup or mapping value. The token is used to
find the original value for authorized users.

•

Pseudonymization
The process of transforming clear text into a substitute value. While similar to
tokenization, pseudonymization does not require a separate system to hold the
original value.

Around four in five organizations make use of one or more data masking techniques
to protect personal data in systems and applications in-transit, at-rest, and during
use. Roughly half protect all personal data, and the other half only protect highvalue, critical, or classified data. See Figure 20.
Figure 20
Use of Data Masking During the Data Lifecycle
Percentage of organizations

Four in five
organizations
make use of one
or more data
masking
techniques to
protect personal
data in systems
and applications
in-transit, at-rest,
and during use.

Source: Osterman Research (2022)

Protecting all data is commendable, while protecting at least the high-value, critical,
or classified data is essential to protect data covered by privacy regulations. The
area of greatest opportunity for organizations is to step up the systematic
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protection of personal data when employees are using the organization’s systems
that store and process personal data to complete their work tasks. The data in-use
responses in Figure 20 indicate fewer organizations are protecting all data (32% for
data in-use versus 43% for data in-transit and 42% for data at-rest), while more are
not or do not know about protecting data in-use (27% versus 16% and 18% for intransit and at-rest data, respectively). Being able to protect only high-value, critical,
or classified data requires mature data governance approaches, because a subset of
data can only be protected if all data has first been classified appropriately.
UPLEVEL DELIVERY OF DATA SUBJECT RIGHTS
Data privacy regulations create a set of rights held by data subjects—the people
whose data is held and processed by organizations. The right of access is the most
common example given for data subject rights, but other rights are widely
conferred too. Organizations need the ability to uniquely identify the individual
requesting the exercise of a right, and then be able to meet the requirements of
each right. Unique identification and strengthened verification mechanisms to
identify fraudulent requests or requests from compromised accounts is essential,
otherwise organizations may unwittingly expose personal data to a threat actor
impersonating a customer, a strategy used successfully against Apple, Meta, and
other technology companies in mid-2021 with forged emergency data requests.6
Out of the six rights we asked about, respondents indicated their organization is
most effective at handling the right of access (60% of organizations have “effective”
or “extremely effective” solutions to provide this right) and least effective at
extending the right of knowing about the use of automated decision-making (37%).
Around one-half of organizations have effective processes for the other four rights.
See Figure 21.
Figure 21
Ability to Deliver Data Subject Rights
Percentage of respondents indicating “effective” or “extremely effective”

Many
organizations
lack effective
processes for
delivering on the
requirements of
new data
subject rights.

Source: Osterman Research (2022)
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STRENGTHEN PROTECTIONS WHEN WORKING WITH THIRD PARTIES
Third parties with access to an organization’s data are increasingly a cause of data
breaches.7 Due diligence is required to ensure the third party is enacting
appropriate controls over personal and sensitive personal data shared with them,
because the organization remains responsible for how third parties protect—or fail
to protect—the shared data.
Most organizations today rely on written contracts (88%) or a regular attestation of
compliance (65%) to manage third party data risk. While both approaches form a
contractual obligation between two firms, neither do anything to test the efficacy of
the security controls enacted by the third party. External audits of compliance
increase the likelihood of actual testing, and the use of this approach is expected to
increase over the next two years. See Figure 22.
Figure 22
Managing Third Party Data Risk
Percentage of organizations

Almost one third
of organization
still assume best
intent by third
parties—a recipe
for disaster.
Source: Osterman Research (2022)

Almost one third of organization still assume best intent by third parties (31%),
although this is expected to decline over the next two years (25%). An assumption
of best intent, with no effort required to define expectations or test performance, is
a recipe for disaster.
In addition to strengthening organizational processes when working with third
parties, new cryptographic technologies offer the potential for organizations to
enforce protections over their data when shared with third parties. Solutions using
homomorphic encryption enable computation over encrypted data where all the
intermediate results are still encrypted. Only the secret-key owner is able to
decrypt the results. Therefore, new data collaboration paradigms are possible,
where organizations can draw conclusions from combined datasets without
disclosing the actual values. Homomorphic encryption has resource-intensive
computation requirements and hence there are scenarios in which it is not the most
appropriate approach. Additionally, if the third party requires access to the actual
values—for example, when an organization outsources its email marketing function
and shares email lists—homomorphic encryption is not the right technical solution.
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BUILD A FLEXIBLE PRIVACY COMPLIANCE FRAMEWORK
The United States does not currently have a federal privacy regulation that
establishes a unified set of rights for consumers or obligations for businesses. We
asked respondents how their organization plans to handle the personal information
and sensitive personal information for United States residents that live in a state
that does not have a state-level privacy law. One half of respondents said they will
offer a single, unified set of rights based on their assessment of best practice. Two
in five will only extend rights when explicitly required to by state-level or federal
regulations. The rest do not know which approach they will take. See Figure 23.
Figure 23
Extending Data Privacy Rights to States with No Data Privacy Regulation
Percentage of organizations

Source: Osterman Research (2022)

Extending a single unified set of rights to all residents in the absence of a federal or
other state-level regulation is commendable. However, regardless of whether rights
are extended or not, when other state-level regulations are enacted—or a federal
law in the United States is introduced—a flexible approach to data privacy will be
essential to deal with varying regulations by state. Inflexible data privacy controls
will impose high costs on organizations downstream.

Half of
organizations
plan to offer a
single unified
set of data
rights to all
data subjects.

If a federal regulation on privacy—one broadly similar to current state-level data
privacy regulations—was introduced in the United States, then:
•

Most organizations expect a minor or medium amount of work to comply
One quarter (24%) of respondents believe that complying would require a
minor amount of work, and one half (49%) that it would require a medium
amount of work.

•

High maturity with data privacy now equals less effort required
Organizations that currently have highly mature privacy approaches are more
likely to expect a lower amount of effort to comply with a federal regulation.
For example, 37% of organizations that currently have highly mature
approaches expect a minor amount of work to comply with a possible federal
regulation, versus 24% on average.
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Address the Employee Threat
Employees have access to systems that contain data covered by privacy regulations.
This means they represent a threat to compliance. In this section, we look at how
organizations assess and mitigate this threat.
UNDERSTAND THE TYPES OF THREATS POSED BY EMPLOYEES
We asked respondents to rate the threat level posed by nine issues that threaten
compliance with privacy regulations, including four related to employee actions or
mistakes. Three of the employee issues were rated in the top four threats, two of
them were more significant than system hacking by an external threat actor, and
three were more significant than vulnerabilities in sanctioned cloud services. See
Figure 24.
Figure 24
Issues That Threaten Compliance with Privacy Regulations
Percentage of respondents indicating “threat” or “extreme threat”

Mistakes by
employees
present the
highest threat
to complying
with privacy
regulations.

Source: Osterman Research (2022)

The four employee threats stem from three causes: accidental, intentional but not
malicious, and malicious. The accidental cause is when an employee makes an
honest mistake (40%, highest ranked threat). The second cause is when employees
take a deliberate action to enhance productivity while ignoring or downplaying
privacy requirements, such as when they adopt unsanctioned cloud services or
mobile apps (37% and 33%, respectively). The malicious cause is when a trusted
employee steals data (27%), perhaps to take with them to a new employer.
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ADDRESS LOW CONFIDENCE IN TECHNICAL PROTECTIONS TO PREVENT
DATA BREACHES
Two out of three respondents are not confident in their current technical
protections deployed to protect against employees breaching data covered by
privacy regulations, with the risk of an employee sending personal information to
the wrong recipient the breach risk of highest concern (68% of respondents lack
confidence in the efficacy of current protections). Over one half are also not
confident that current protections could prevent an IT administrator from
misconfiguring access rights on a cloud service—or even provide early warning of
such configuration drift to enable rapid or automated remediation. See Figure 25.
Figure 25
Lack of Confidence in Protections to Stop Data Breaches by Employees
Percentage of respondents indicating low confidence

Source: Osterman Research (2022)

The three employee issues are frequently occurring incidents. For example:
•

Misdirection of email messages
One study reported that in organizations with 1,000 employees, an average of
800 emails are misdirected every year.8 In other words, in general terms, on
average, 80% of employees send at least one misdirected email every year.

•

Accessing too much personal information on customers
Unless data masking or tokenization is used in databases containing customer
information, every time an employee looks at a customer record for a valid
business reason, they may be given access to more data than is required to
meet the requirements of the specific task.

•

“Sync and steal”
Sync and share services (e.g., Dropbox, OneDrive, and Box) enable employees
to synchronize documents across their devices for anywhere access. The same
services, however, also enable “sync and steal.” In their last month of
employment, one third of departing employees upload three times more data
to personal apps than normal, and 15% of the departing users upload files that
were copied directly from corporate apps or files that violate a corporate policy
because they contain personal, health, or business confidential data.9

©2022 Osterman Research

Two out of three
respondents are
not confident in
their current
technical
protections
deployed to
protect against
employees
breaching data
covered by
privacy
regulations.

27

Privacy Compliance in the United States: Status and Progress in 2022

MITIGATE EMPLOYEE THREATS WITH TRAINING
Training employees on their individual obligations within the context of
organizational obligations with privacy regulations offers one pathway for
mitigating employee threats. Three out of four respondents indicate their
organization currently offers such training, and a further one in ten will do so by the
end of 2022. See Figure 26. Organizations in financial services (87%) and healthcare
(81%) are more likely to offer such training currently.
Figure 26
Organizations Offering Employee Training on Obligations with Privacy Regulations
Percentage of organizations

Source: Osterman Research (2022)

Training employees on privacy regulations reduces the threat level on two of the
employee threats in Figure 24 (see page 26). Compared to organizations not
currently offering employee training, those that do see less deliberate data theft by
trusted employees (10% less) and fewer mistakes made by employees (5%).
Offering training also decreases the lack of confidence among respondents that
current protections will stop data breaches by employees. See Figure 27.
Figure 27
Lack of Confidence in Protections to Stop Data Breaches by Employees
Percentage of respondents indicating low confidence

Training
employees
on privacy
regulations
reduces the
likelihood of
deliberate data
theft and leads
to fewer
accidental
mistakes.

Source: Osterman Research (2022)
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MITIGATE EMPLOYEE THREATS WITH BETTER ORGANIZATIONAL AND
TECHNICAL SOLUTIONS
Employee training exists within a wider context of organizational and technical
mitigations to reduce employee threats. Three out of four organizations currently
rely on three main protections to minimize data risk for personal data accessed by
employees: an employee code of conduct (83%), access controls on systems to limit
what employees can access (83%), and training on compliance obligations (75%).
One half rely on employee attestation of compliance with privacy policies, and
three in ten on pseudonymization. See Figure 28.
Figure 28
Organizational and Technical Mitigations to Minimize Data Risk by Employees
Percentage of organizations

Source: Osterman Research (2022)

Three of the above protections only provide organizational context to employees
handling personal data covered by privacy regulations, but do not actually prevent
employees from breaching personal data. Both a code of conduct and training
provide statements of expectation to employees of what should happen, but
cannot enforce technical protections over personal data when an employee is using
data systems and sources. Likewise, employee attestation of compliance is helpful
for reminding employees of their obligations (and creating an audit trail for the
organization), but again, does not actually enforce any technical protections over
personal data in the moment. Access controls provide technical protections, but
unless these are dutifully maintained, they will tend to present too much data to
authorized users. Cyberattacks that leverage phishing, credential stuffing, or social
engineering to gain account credentials from employees will circumvent all
protections offered by a code of conduct, employee training, regular attestation,
and access controls.

The only technical
protection that
makes an
actual difference
in the moment
of access is
pseudonymization,
which hides or
persistently
protects personal
and sensitive
personal
information.

The only technical protection in Figure 28 that makes an actual difference in the
moment of access is pseudonymization, which hides or persistently protects
personal and sensitive personal information from employees unless it is explicitly
required by the task at hand. Some solutions offer persistent protection even for
data in-use. Of the above, pseudonymization is the only protection that can foil
phishing, credential stuffing, and social engineering cyberattacks, although even
that depends on how pseudonymization is configured to mask data and how the
process has been designed for approving special requests to access personal data.
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Organizations using four or five of these organizational and technical methods are
more confident in the efficacy of protections to stop data breaches by employees.
See Figure 29.
Figure 29
Lack of Confidence in Protections to Stop Data Breaches by Employees
Percentage of respondents indicating low confidence

Source: Osterman Research (2022)

Conclusion
Organizations in the United States face a changing regulatory environment with
newer state-level privacy regulations emerging to complement longer-running
industry-specific regulations. We have reviewed the current state of compliance
with privacy regulations in this white paper and have provided a roadmap and a set
of guideposts to aid organizations in safeguarding customer trust and meeting
current and emerging regulatory requirements. These feature a mix of
organizational changes and new technical solutions to drive privacy into the core of
how organizations handle the personal and sensitive data of customers and
employees.
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Sponsors of this White Paper
CYBERRES VOLTAGE
CyberRes is a Micro Focus line of business. CyberRes Voltage privacy-enabling
technologies discover, analyze, and protect sensitive data, and continuously
monitor and manage the data life cycle. Voltage identifies and classifies data within
structured and unstructured data repositories on-premises and in multi-cloud
systems to detect value and risk for remediation and control. Contextually aware,
AI-driven grammars reduce false positives. Data analytics provide insight for
purpose-driven data collection and classification. Manage data minimization,
protection, deletion, and other disposition with Voltage. Protect data with
transparent file encryption. Pseudonymize or anonymize personal data for usability
with persistent protection in cloud data analytics, workload migration, third-party
data sharing, and more. One of the world’s largest enterprise software providers,
Micro Focus generates $3.0 billion in annual revenue and serves over 40,000
customers worldwide, including 98 Fortune 100 companies. Micro Focus is
headquartered in Newbury, United Kingdom.

www.cyberres.com
@MicroFocusSec
US: +1 650 258 6827
UK: +44 (0) 1635 565 200

To learn more, please visit www.cyberres.com.

DUALITY TECHNOLOGIES
Duality is the leader in privacy-preserving data collaboration, empowering
organizations worldwide to maximize the value of their data without compromising
on privacy or regulatory compliance. Founded and led by world-renowned
cryptographers and data scientists, Duality operationalizes privacy-enhancing
technologies (PETs) to accelerate data insights by enabling analysis and AI on
encrypted data, while preserving data privacy, ensuring compliance, and protecting
valuable IP. A Gartner Cool Vendor, Duality was recently named a Tech Pioneer
2021 by the World Economic Forum (WEF) and listed on Fast Company's 2020 Most
Innovative Companies.

www.dualitytech.com
@DualityTech
info@dualitytech.com
+1 917 300 0764

Learn more at www.dualitytech.com.

GIMMAL
Gimmal provides the solutions organizations need to find information, govern
content, improve business processes, and ensure information is in compliance with
business requirements no matter where it is stored. Gimmal software automates
processes, discovers critical information across the organization, helps achieve
interoperability between SharePoint and SAP, migrates from legacy systems, and
improves productivity across your organization at the lowest possible cost.
Learn more about Gimmal’s information governance offerings at www.gimmal.com.
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KNOWBE4
KnowBe4 is the provider of the world’s largest security awareness training and
simulated phishing platform, used by tens of thousands of organizations around the
globe. Founded by IT and data security specialist Stu Sjouwerman, KnowBe4 helps
organizations address the human element of security by raising awareness about
ransomware, CEO fraud and other social engineering tactics through a new-school
approach to awareness training on security. Kevin Mitnick, an internationally
recognized cybersecurity specialist and KnowBe4’s Chief Hacking Officer, helped
design the KnowBe4 training based on his well-documented social engineering
tactics. Tens of thousands of organizations rely on KnowBe4 to mobilize their end
users as the last line of defense.

www.knowbe4.com
@KnowBe4
info@knowbe4.com
+1 855 566 9234

To learn more, please visit www.knowbe4.com.

MIMECAST
Mimecast: Relentless protection. Resilient world.™
Mimecast (NASDAQ: MIME) was born in 2003 with a focus on delivering relentless
protection. Each day, we take on cyber disruption for our tens of thousands of
customers around the globe, always putting them first, and never giving up on
tackling their biggest security challenges together. We are the company that built
an intentional and scalable design ideology that solves the number one cyberattack
vector—email. We continuously invest to thoughtfully integrate brand protection,
security awareness training, web security, compliance, and other essential
capabilities. Mimecast is here to help protect large and small organizations from
malicious activity, human error, and technology failure, and to lead the movement
toward building a more resilient world.
Learn more about us at www.mimecast.com.

www.mimecast.com
@mimecast
UK/EUROPE
+44 (0) 207 847 8700
info@mimecast.com
NORTH AMERICA
+1 800 660 1194
+1 781 996 5340
info@mimecast.com
SOUTH AFRICA
+27 (0) 117 223 700
0861 114 063
info@mimecast.co.za
AUSTRALIA
+61 3 9017 5101
1300 307 318
info@mimecast.co.au
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