
D U A LITY  S E C U R E  A I

R U N  A I O N  S E N S ITIV E  D A TA . 
V E R IFY  B E FO R E  D E C R Y P T.
C onfidential A I infrastructure for regulated, distributed 

environm ents.

The Trust G ap in E nterprise A I

E nterprise A I has a trust gap at its center. The organizations that hold the m ost valuable data, in 

governm ent, defense, finance and healthcare, are also the ones that cannot let it cross a security boundary. 

A t the sam e tim e, the ow ners of proprietary m odels w ill not place their w eights inside infrastructure 

som eone else adm inisters. A  large share of regulated data still sits on-prem ises or in private clouds, out of 

reach of the best available m odels. The data is not allow ed to travel to the m odel, and the m odel cannot 

safely travel to the data.

D uality closes that gap. The D uality platform ’s S ecure C ollaborative A I capability brings together hardw are-

isolated Trusted E xecution E nvironm ents (TE E s), rem ote attestation checked against the attestation 

authority, per-ow ner encryption keys that never leave their ow ner’s control, and a governance layer that 

decides w hich w orkload m ay touch w hich asset. N othing is decrypted until the environm ent has proven 

w hat it is. D ata, m odels, keys and results stay hidden from  the cloud provider, the host adm inistrator and 

every other participant in the project, including w hile the A I w orkload is actively running.

H ow  It W orks

E nclave-B ased A I E xecution

E ach A I session executes inside a hardw are-backed enclave w hose m em ory and execution state are 

invisible to the operating system , the hypervisor, the cloud provider and any privileged user on the 

host.

D uality runs on the confidential-com puting platform s custom ers already have: A W S , G C P , A zure or 

on-prem . The enclave, the attestation exchange and the key hand-off are m anaged by the platform 

rather than built by hand on raw  cloud prim itives.
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S E C U R E  A I · H O W  IT W O R K S

A ttestation-G ated K ey R elease

Isolation on its ow n does not tell a data ow ner that an environm ent deserves their data. B efore any asset is 

released, the ow ner’s D uality node asks the enclave to prove itself. The enclave returns an attestation report 

signed by the cloud provider’s attestation authority or, in the case of R ed H at, by the Trustee running at the 

asset ow ner. The node validates that signature, checks the confidential-V M  param eters, and com pares the 

digest of the running w orkload im age against the digest the ow ner approved w hen the policy w as granted.

O nly w hen every check passes does the node encrypt its session key to the enclave’s public key and send it 

across. A  m odified im age, a different host configuration or a report that fails signature validation m eans 

attestation fails and the key is never sent.

The exchange is built on quantum -resistant prim itives. A ssets are protected w ith A E S -256, and session 

keys travel under M L-K E M -1024 post-quantum  key encapsulation, so m aterial intercepted today cannot be 

decrypted by a future quantum  com puter.

A E S -256
P rotects every asset

M L-K E M -1024
P ost-quantum  key encapsulation for 

session keys

E X A M P LE : A R C H ITE C TU R E  W ITH  R E D  H A T C O N FID E N TIA L C O N TA IN E R S
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S E C U R E  A I · H O W  IT W O R K S

K eys and C ontrol, O w ned by the A sset O w ner

E very participant in a project holds an explicit role.

A sset O w ners

C ontribute data or 

m odels.

A nalyzing P arty

R eceives the results.

C om pute

H osts the enclave.

C ollaboration 

M anager

O rchestrates the 

project w ithout ever 

seeing data or 

com putation.

E ach A sset O w ner encrypts under their ow n key and com pletes their ow n attestation w ith the enclave. A 

data ow ner and a m odel ow ner can therefore participate in the sam e session w ithout either one handing a 

key to the other, to the C om pute host or to the cloud provider. The m odel runs against the regulated dataset 

inside the enclave: the m odel ow ner never sees the records, the data ow ner never sees the w eights, and the 

party operating the infrastructure sees neither.

TR U S T IN  E V ID E N C E , N O T C O N TR A C TS

Trust is placed in a verified environm ent and an approved w orkload, not in a contract 

betw een organizations. That is w hat lets a bank use a vendor’s proprietary risk m odel, 

or a hospital netw ork train on a pharm aceutical partner’s m odel, w ithout either side 

giving anything up.

N o D uality K ey S tore in the M iddle

D uality does not introduce its ow n key store betw een the custom er and their data. The ephem eral key is 

created by the D uality task, kept in m em ory, and cleared im m ediately after it has been used and shared. 

The C om pute host, the cloud provider and D uality itself never hold a participant’s keys.

K eeping execution, attestation and key ow nership separate m eans that controlling the 

infrastructure never translates into access to w hat runs on it, and confidential A I 

deploym ents line up w ith the security boundaries an organization has already draw n.

H E A D Q U A R TE R S

5 M arine V iew  P laza, H oboken, N J 07030

C O N TA C T U S

info@ dualitytech.com

LIN K E D IN

D uality Technologies
dualitytech.com 3



S E C U R E  A I · S E C U R ITY  M O D E L

C onfidential G P U -A ccelerated Inference

M odern m odels need accelerators, and the confidentiality guarantee has to cover them . D uality hosts 

applications on N V ID IA  G P U s in confidential-com pute m ode, so the G P U  is part of the attested boundary. 

A ttestation confirm s that confidential-G P U  m ode is enabled before any key is released, and the m odel is 

loaded into enclave m em ory only after the ow ner’s node has verified the running im age.

A  TY P IC A L D E P LO Y M E N T

A n organization holds a proprietary m odel and w ants to offer it as a service to its custom ers w ithout 

exposing its IP . W ith D uality it deploys that m odel as a persistent inference service on confidential 

G P U s in a public cloud or on-prem , and the other party sends prom pts to it, w hile the TE E  host can 

see neither the m odel nor the prom pts. C lients can confirm , from  a standard brow ser w ith just a 

brow ser extension, that they are talking to a genuine, untam pered enclave before they send a single 

token.

Q uantum -R esistant S ecurity M odel

W hen evaluating the security m odel, it is essential to understand the associated risks and challenges. In 

the context of quantum -resistant security, the prim ary risk is that an adversary could capture encrypted 

data today, store it, and later decrypt it using the com putational pow er of a future quantum  com puter.

To m itigate this risk, D uality em ploys encryption protocols that are m athem atically proven to be quantum -

resistant: even a quantum  com puter w ould not be able to decrypt the protected data. These protocols are 

integrated throughout D uality’s encryption processes, w hich involve a Trusted E xecution E nvironm ent (TE E ).

D ata E ncryption

D uality uses the A E S -256 

protocol, w hich is considered 

quantum -resilient.

K ey E xchange

D uality em ploys the M L-K E M -

1024 protocol, im plem ented 

via the liboqs library, for 

quantum -resistant key 

exchange.

A ttestation

The report signature currently 

uses non-quantum -resistant 

algorithm s. It carries no 

sensitive inform ation and is 

valid only for seconds to 

m inutes, so it presents no 

m aterial quantum -related risk.
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S E C U R E  A I · G O V E R N A N C E  · W H O  IT IS  FO R

G overned and A uditable by D esign

C onfidentiality is only half the requirem ent; the other half is being able to show  w hat happened. In D uality, 

access is expressed as policy. A n A sset O w ner states w hich w orkloads or applications m ay use an asset, 

by w hom , under w hat conditions, how  m any tim es and until w hat date. A  w orkload’s hash is captured w hen 

the policy is approved and re-checked at execution, so the com putation that runs is exactly the one that 

w as approved. R evoking a policy, or reaching its term ination date, rem oves the asset from  enclave m em ory 

im m ediately.

E very attestation result, key release, policy decision, session lifecycle event and user action is w ritten to the 

platform ’s built-in audit and logging stack. S ecurity, com pliance and operations team s can query that 

record for regulatory review , incident response and forensic investigation.

The record carries m etadata only. P rom pt and response content, raw  data and m odel w eights 

are never logged, exported or persisted outside the enclave.

W ho It Is For

D uality gives enterprises, m odel providers, sovereign and private cloud operators, and integration partners a 

shared foundation on w hich state-of-the-art A I can m eet the w orld’s m ost sensitive data, w ithout the data 

ow ner or the m odel ow ner giving up control.

E nterprises

R un proprietary foundation m odels and fine-

tuned m odels against regulated data inside 

their ow n security dom ain, and serve their ow n 

m odels from  confidential G P U s in a cloud they 

do not have to trust.

M odel providers

B ring closed-w eight m odels to w orkloads that 

previously dem anded local or open-w eight 

alternatives, w hile the w eights stay encrypted 

under their ow n key.

S overeign and private cloud 

operators

H ost regulated data and proprietary m odels 

for their tenants w ithout being able to read 

either, opening m arkets w here operator 

access w ould breach security or sovereignty 

rules.

Integration and O E M  partners

D eliver pre-integrated confidential-A I stacks 

that com bine confidential com pute, G P U s and 

D uality’s governance and attestation layer.
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S E C U R E  A I · D E P LO Y M E N T · W H Y  D U A LITY

C onnected, S overeign and D isconnected D eploym ents

The organizations w ith the strongest appetite for advanced A I frequently operate under the tightest 

infrastructure rules: behind enterprise firew alls, w ithin a sovereign cloud, or on netw orks w ith no route to 

the internet at all. D uality is softw are, and it deploys w here the data lives: public cloud, private cloud, on-

prem ises or a m ix of the three. D ata ow ners can keep their node on-prem ises and contribute to sessions 

running on cloud enclaves w ithout their data ever being stored outside their perim eter.

C onnected environm ents

A ttestation is validated live against the cloud 

provider’s attestation authority, and keys are 

brokered through the participant’s ow n K M S .

R estricted environm ents

O ffline attestation validation uses a pre-

provisioned signature validation key, so the sam e 

verify-before-decrypt m odel holds w here no 

outbound connection is perm itted.

W hy D uality

B y bringing together hardw are isolation, rem ote attestation, participant-ow ned keys, policy-based governance and 

a com plete audit record, D uality protects data in use, so organizations can put A I to w ork on data that could never 

leave their control.

P rotect D ata in U se E xtend protection from  data at rest and in transit to data and m odels w hile 

they are being processed.

V erify B efore D ecrypt R em ote attestation is checked against the cloud provider’s attestation 

authority and the approved w orkload digest before any key is released.

E very O w ner K eeps Their 

K ey

D ata ow ners and m odel ow ners each encrypt under their ow n key, and 

nobody else in the project, including the infrastructure host, ever holds it.

Q uantum -R esistant by 

D efault

A E S -256 for assets and M L-K E M -1024 post-quantum  key exchange 

throughout the enclave flow .

C onfidential G P U s P ersistent inference services on N V ID IA  confidential G P U s, w ith brow ser-

verifiable attestation for end clients.

G overned and A uditable P olicies define w ho, w hat, w hen and how  m any tim es; a tam per-evident audit 

trail records every decision w ithout exposing protected assets.

D eploy A nyw here P ublic cloud, private and sovereign cloud, on-prem ises and hybrid, w ith offline 

attestation for restricted netw orks.
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