
SECURE AI APPLICATIONS

WHILE DATA IS IN USE

Run your AI workloads and agents inside Trusted Execution Environments in your

own environment, with the governance, security and monitoring to operate them.

Challenge: Your Data Is Protected Everywhere Except While AI Uses It

Banks, telecom providers, insurers and other commercial enterprises already encrypt data at rest and in transit. But an

AI application has to decrypt data to work on it, and in that moment prompts, customer records and model weights sit

in memory, open to anyone with privileged access to the host.

As more AI applications and agents handle regulated and proprietary data, that gap is the one security teams are asked

to close.

The Solution: Add Protection While Data Is In Use

AT R E S T

Encrypted storage

Already in place in most

enterprises.

I N  T R A N S I T

Encrypted networks

Already in place in most

enterprises.

I N  U S E

Duality TEE

Applications run inside a

hardware-isolated enclave that

is attested before data is

released.

Key Benefits

Better Security for AI

Protect data at rest, in transit and, with Duality, in

use.

Deploy Any Application

Run AI applications, agents and custom apps inside

a TEE without rebuilding them.

Govern Every Asset

Policies decide which applications may use each

model and dataset.

Manage It All in One Place

One management layer for deployment, monitoring,

security and governance.
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How It Works: Every App in a TEE, One Management Layer

Enterprise Customer Environment

Duality

Management layer for every application

Deployment Monitoring Security Governance

TEE

LLM Inference

TEE

AI Application

TEE

Custom App

CONNECTED CLIENTS

AND APPS

Clients

Applications

1

Package and Protect

8^mi�;ffZPD;lP^\�Pj�iHNPjlHiHF�^\DH�;\F

f;DY;NHF�H\DiuflHF���lj�YHu�jl;uj�P\�u^mi�^s\

DZ^mF���.�

2

Govern Every Asset

"s\Hij�DO^^jH�sOPDO�;ffZPD;lP^\j�[;u�mjH

H;DO�[^FHZ�^i�F;l;jHl�� ^lOP\N�Pj�iHZH;jHF

m\lPZ�lOH�H\DZ;rH�Pj�;llHjlHF�

3

Operate With Controlled Access


HfZ^u��D^\}NmiH��[^\Pl^i�;\F�mfNi;FH�H;DO

jHirPDH�lOi^mNO�lOH�fZ;lM^i[��sPlO^ml

^fHi;l^ij�\HHFP\N�;DDHjj�l^�fi^[flj�

iHjf^\jHj�^i�sHPNOlj�

4

Prove It to Every Client

�ZPH\lj�rHiPMu�lOH�;llHjl;lP^\�P\�lOH�Ci^sjHi

;\F�D^\\HDl�sPlO�DHilP}D;lHj�PjjmHF�Cu�u^mi

^s\�DHilP}D;lH�;mlO^iPlu�
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Governed End to End, and Where It Fits

Management Capabilities

Feature / Benefit With Duality

01 Deployment -HNPjlHi�;\�;ffZPD;lP^\�^\DH��lOH\�jl;il��jl^f��iHjl;il�;\F�mfNi;FH�Pl�;j�;�jHirPDH

^\�;�D^\}FH\lP;Z¨�*0�/���

02 Governance *^ZPDu�jHZHDlj�sOPDO�;ffZPD;lP^\j�[;u�CH�mjHF�;\F�sOPDO�[^FHZj�;\F�F;l;jHlj

H;DO�D;\�iH;DO�� ^lOP\N�Pj�iHZH;jHF�m\lPZ�lOH�H\DZ;rH�Pj�;llHjlHF�

03 Security *;DY;NHj�;iH�H\DiuflHF�Cu�FHM;mZl�sPlO�YHuj�P\�u^mi���.����YHi\HZ¨ZHrHZ

[HDO;\Pj[�CZ^DYj�^mlC^m\F�D^\\HDlP^\j�Mi^[�lOH�;ffZPD;lP^\��;\F�[mlm;Z�/�.

;mlOH\lPD;lHj�HrHiu�DZPH\l�

04 Monitoring .HH�ZPMHDuDZH�;\F�limjl�jl;lH��fZmj��*0���*0�;\F�[H[^iu�mjH�M^i�H;DO�jHirPDH�

*i^[flj�;iH�\HrHi�iHD^iFHF�

05 Attestation /OH�H\DZ;rH�Pj�;llHjlHF�;l�jl;il�;\F�fHiP^FPD;ZZu��;\F�mjHij�D;\�rHiPMu�Pl�P\�lOH

Ci^sjHi�sPlO�\^�
m;ZPlu�j^Mls;iH�^\�lOHPi�jPFH�

06 Your Environment 
m;ZPlu�Pj�P\jl;ZZHF�P\�u^mi�^s\�H\rPi^\[H\l�;\F�im\j�lOH�/��j�P\�u^mi�DZ^mF

;DD^m\l�^i�^\¨fiH[��P\DZmFP\N�/��j�sPlO��*0j�

Where It Fits

Banks

���;jjPjl;\lj�;\F�;NH\lj

s^iYP\N�^rHi�Dmjl^[Hi

iHD^iFj��li;\j;DlP^\j�;\F

P\lHi\;Z�Y\^sZHFNH�

Telecom

���jHirPDHj�lO;l�fi^DHjj

jmCjDiPCHi�;\F�\Hls^iY�F;l;

^\�P\Mi;jlimDlmiH�jO;iHF�sPlO

^lOHij�

Insurance

�Z;P[j��m\FHisiPlP\N�;\F�f^ZPDu

F^Dm[H\lj�fi^DHjjHF�Cu

[^FHZj�lO;l�jl;u�m\FHi�u^mi

D^\li^Z�

Deployment

Duality is installed in your own environment and works with the applications you already run. Duality is not a

model vendor: the models, the data and the applications stay yours.
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How Duality Protects Agents

�\�;NH\l�Pj�;�Z^^f�lO;l�iH;Fj�F;l;��D;ZZj�l^^Zj�;\F�;jYj�[^FHZj�M^i�;\jsHij���;lDO�H;DO�jlHf�l^�lOH�jH\jPlPrPlu�^M

lOH�F;l;�Pl�l^mDOHj��fmCZPD�jlHfj�jl;u�P\�lOH�DZH;i��;\F�lOH�jlHfj�lO;l�O;\FZH�D^\}FH\lP;Z�^i�iHNmZ;lHF�F;l;�im\

P\jPFH�;�/���

External LLM

�;iNH� �P\�lOH�DZH;i

Local SLM

.[;ZZ� �P\�lOH�DZH;i

Local LLM

�;iNH� �P\�/��

Agent 1

Loop: in the clear

Memory: plain

Agent 2

Loop: in enclave

Memory: encrypted

Agent 3

Loop: in enclave

Memory: encrypted

Tool 1

Clear

Tool 2

Clear

Tool 3

Enclave

Tool 4

Clean room

Tool 5

Enclave

*mCZPD �\lHi\;Z �^\}FH\lP;Z *;il\Hi�F;l; -HNmZ;lHF

Five Control Points

1

Tool Access

Which tools may each agent use?

2

Tool Execution

Run each tool in the clear, in a secure enclave

or in a clean room.

3

Agent Loop

Does the agent need an enclave for sensitive

prompts or tool output?

4

LLM Access

Which models may it call, given the tools it

used?

5

Memory

Encrypt stored memories, or keep them in the

clear.

The Result

Each agent gets only the tools, models and memory

that its data class allows.
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