
MOVE ISV WORKLOADS

TO THE CLOUD, SECURELY

Run part of your on-prem application in the cloud for customers in government,

defense and regulated industries, while their data stays protected.

Challenge: Your Customers Run You On-Prem, and Their Data Cannot Leave

8^mi�j^Mls;iH�im\j�;l�H;DO�Dmjl^[Hi�jPlH��^MlH\�P\jPFH�;�iHNmZ;lHF�^i�;Pi¨N;ffHF�\Hls^iY�� Hs����MH;lmiHj�jmDO�;j����

jm[[;iPx;lP^\�^i�F;l;�H\iPDO[H\l�\HHF��*0j�lO;l�Dmjl^[Hij�jlimNNZH�l^�Cmu��O^jl�;\F�[;P\l;P\��;\F�lOH�DZ^mF�D^mZF

FHZPrHi�lOH[�j^^\Hi�

/OH�^Cjl;DZH�Pj�limjl��/OH�F;l;�Pj�jH\jPlPrH��j^�Dmjl^[Hij�D;\\^l�H;jPZu�jH\F�Pl�l^�CH�fi^DHjjHF�P\�;�DZ^mF��HrH\�^\H�u^m

^fHi;lH�

The Solution: Run Your Application in a TEE That Your Customer Verifies


m;ZPlu�/HDO\^Z^NPHj�ZHlj�u^m�im\�u^mi�;ffZPD;lP^\�;j�;�jHirPDH�P\jPFH�;�/imjlHF��tHDmlP^\��\rPi^\[H\l�¬/��­�P\�u^mi

^s\�DZ^mF�;DD^m\l����
m;ZPlu�\^FH�;l�lOH�Dmjl^[Hi�jPlH�;llHjlj�lOH�H\DZ;rH�;\F�PjjmHj�lOH�DHilP}D;lHj��j^�lOH

Dmjl^[Hi½j�mjHij�D^\\HDl�jHDmiHZu�;\F�lOHPi�F;l;�jl;uj�fi^lHDlHF�sOPZH�Pl�Pj�fi^DHjjHF�

The result:�u^mi�Dmjl^[Hij�NHl�DZ^mF¨jD;ZH�j^Mls;iH�;\F�iHj^miDHj�lO;l�;iH�\^l�;r;PZ;CZH�^\¨fiH[��;\F�u^m�jOPf

mfNi;FHj�[^iH�^MlH\�sPlO�ZHjj�^\¨fiH[�j^Mls;iH�l^�[;\;NH�

Key Benefits For You

Move the Right Workloads

/;YH��*0¨OH;ru�MH;lmiHj�l^�lOH�DZ^mF�;\F�YHHf�lOH

iHjl�^M�lOH�;ffZPD;lP^\�sOHiH�Pl�im\j�l^F;u�

Let Customers Verify, Not Trust

�mjl^[Hij�;llHjl�lOH�H\DZ;rH�lOH[jHZrHj��;\F�mjHij

DOHDY�Pl�P\�lOH�Ci^sjHi�

Ship Upgrades Faster

�mjl^[Hij�NHl�\Hs�rHijP^\j�[^iH�^MlH\��sPlO�MHsHi

^\¨fiH[�iHZH;jHj�M^i�u^m�l^�jmff^il�

Lower Customer Cost

�mjl^[Hij�F^�\^l�Cmu�;\F�im\��*0�P\Mi;jlimDlmiH

^\¨fiH[�M^i�lOH�DZ^mF¨O^jlHF�MH;lmiHj�
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How It Works: Two Parties, One Enclave, Browser Clients

App Owner (ISV) · Cloud

Duality node

Service Operator


HfZ^uj�;\F�[;\;NHj�lOH

;ffZPD;lP^\�;j�;�jHirPDH

Asset Owner

-HNPjlHij�lOH�;ffZPD;lP^\�

fmjOHj�[^FHZ�;\F�F;l;

Compute

*i^rPFHj�lOH�/��j�P\�Plj

^s\�DZ^mF�;DD^m\l

Enclave (TEE)

��*��^\}FH\lP;Z�.f;DH

sPlO�D^\}FH\lP;Z��*0j

.HirPDH�im\\P\N

�jjHlj�P\�[H[^iu�^\Zu

/�.�H\Fj�P\jPFH

Object store (S3, GCS, Blob)

�\DiuflHF�f;DY;NH��lOH�YHu

jl;uj�P\�u^mi���.

2

3
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Regulated Customer · On-prem

Duality node · Analyzing Party

�llHjlj�lOH�H\DZ;rH�;l�jl;il

;\F�fHiP^FPD;ZZu

�jjmHj�lOH�H\DZ;rH�DHilP}D;lH

;\F�lOH�DZPH\l�DHilP}D;lHj


PjliPCmlHj�lOH[�l^�DZPH\lj

Customer's Users · Browser

5HiPMu�;llHjl;lP^\�P\�lOH

Ci^sjHi��\^�
m;ZPlu�j^Mls;iH

�^\\HDl�sPlO�lOH�Dmjl^[Hi½j

DHilP}D;lH

.H\F�fi^[flj��NHl�iHjf^\jHj

4

5

6

1

Register the Application

/OH��.5�iHNPjlHij�Plj�D^\l;P\HiPxHF�;ffZPD;lP^\

^\DH��/OH�fZ;lM^i[�f;DY;NHj�Pl��H\DiuflHF�Cu

FHM;mZl��P\�;\�^CWHDl�jl^iH�lOH�/���D;\�iH;F�

2

Deploy It as a Service

/OH��.5�jl;ilj�lOH�;ffZPD;lP^\�;j�;�Z^\N¨

im\\P\N�jHirPDH�^\�;�D^\}FH\lP;Z¨�*0�/���P\

Plj�^s\�DZ^mF�;DD^m\l�

3

Release Assets After Attestation

/OH�[^FHZ��F;l;�;\F�YHu�;iH�iHZH;jHF�l^�lOH

H\DZ;rH�^\Zu�^\DH�lOH�H\rPi^\[H\l�Pj�rHiP}HF�

;\F�lOHu�jl;u�P\�[H[^iu�

4

The Customer Attests the Enclave

/OH�
m;ZPlu�\^FH�;l�lOH�Dmjl^[Hi�jPlH�;llHjlj

lOH�H\DZ;rH�;l�jl;il�;\F�fHiP^FPD;ZZu��lOH\

PjjmHj�lOH�H\DZ;rH�DHilP}D;lH�

5

The Customer Issues Client Trust

/OH�Dmjl^[Hi�PjjmHj�;\F�FPjliPCmlHj�[mlm;Z¨

/�.�DZPH\l�DHilP}D;lHj�l^�Plj�^s\�mjHij��/OH

jPN\P\N�YHu�jl;uj�^\�lOH�Dmjl^[Hi�\^FH�

6

Users Connect From the Browser

0jHij�rHiPMu�lOH�;llHjl;lP^\�P\�lOH�Ci^sjHi�

D^\\HDl�sPlO�lOHPi�DHilP}D;lH��jH\F�fi^[flj

;\F�iHDHPrH�iHjf^\jHj��/�.�H\Fj�P\jPFH�lOH

H\DZ;rH�
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What You Get, and Who It Fits

Built-In Trust Controls

Feature / Benefit With Duality

01 Customer-Held

Attestation

/OH�Dmjl^[Hi�;llHjlj�lOH�H\DZ;rH�;l�jl;il�;\F�fHiP^FPD;ZZu��;\F�mjHij�rHiPMu�Pl�P\

lOH�Ci^sjHi�sPlO�\^�
m;ZPlu�j^Mls;iH�^\�lOHPi�jPFH�

02 Customer-Held Client

Trust

�mlm;Z¨/�.�DZPH\l�DHilP}D;lHj�;iH�PjjmHF��i^l;lHF�;\F�iHr^YHF�Cu�lOH�Dmjl^[Hi�

/OH�DHilP}D;lH�;mlO^iPlu�YHu�\HrHi�ZH;rHj�lOH�Dmjl^[Hi�\^FH�

03 Isolated Application ��YHi\HZ¨ZHrHZ�[HDO;\Pj[�CZ^DYj�^mlC^m\F�D^\\HDlP^\j�Mi^[�lOH�;ffZPD;lP^\�

"\Zu�lOH�ZPjlHF�fZ;lM^i[�DO;\\HZj�Di^jj�lOH�/���C^m\F;iu�

04 Protected Packaging /OH�;ffZPD;lP^\�Pj�f;DY;NHF�H\DiuflHF�Cu�FHM;mZl��;\F�lOH�YHu�jl;uj�P\�u^mi���.

^i�.HDiHl��;\;NHi�

05 Governed Release *^ZPDu�FHDPFHj�sOPDO�;ffZPD;lP^\j�[;u�CH�mjHF��;\F�;�FHFPD;lHF�jHirPDH

^fHi;l^i�i^ZH�FHfZ^uj�;\F�[;\;NHj�H;DO�jHirPDH�

06 Your Cloud Account /OH�H\DZ;rH�im\j�P\�u^mi�^s\�DZ^mF�;DD^m\l�^\��^^NZH��^\}FH\lP;Z�.f;DH�sPlO

D^\}FH\lP;Z��*0j�

The Fit Test: Look for All Four

Regulated Buyers


HMH\jH��\;lP^\;Z�jHDmiPlu��Z;s�H\M^iDH[H\l��DiPlPD;Z

P\Mi;jlimDlmiH�^i�C;\Yj�

On-Prem Installed Base

8^mi�j^Mls;iH�im\j�;l�lOH�Dmjl^[Hi�jPlH�l^F;u�

j^[HlP[Hj�;Pi¨N;ffHF�

GPU-Hungry AI

 Hs��H\��������^i�;NH\lPD�MH;lmiHj�lO;l

Dmjl^[Hij�jlimNNZH�l^�O^jl�

Cloud Move Under Way

��.;;.�^i�DZ^mF�fmjO�lO;l�f;il�^M�u^mi�Dmjl^[Hi

C;jH�iHjPjlj�

Deployment

You host the enclave in your own cloud account, connected to the customer's site, where the customer runs a

Duality node. Duality does not replace your application or sell you a model; it provides the trust layer around the

one you already ship.
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